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 Abstract: The smart grid (SG) includes a number of subsystems 

and sub networks and they are all working together as a system. 

Remote attacks to the smart grid is the major problem in the 

design. The secure multi cast communication between manager 

and members of SG through unreliable channel established by key 

distribution mechanisms. In this paper, the analysis and 

comparison of most significant key distribution schemes are 

carried out to secure secret data management using self-healing 

mechanism. In SG, the secure remote password protocol and 

number of exchanged packets are reduced by utilizing an initial 

password and decreasing the number of steps. The key distribution 

protocol based on our enhanced secure using the public key 

distribution. We propose an efficient key management distribution 

are capable of preventing various attacks and reducing the 

management. An abstract model of the network in which Self-

Healing key distribution scheme are applied are introduced in this 

paper to classify and compare the existing solutions. 

Index Terms- Smart Grid(SG), Self-Healing Mechanism, 

Polynomial based algorithm, Secure remote password protocol 

(srpp). 

 

1. INTRODUCTION 

 
  In the field of networking, various provisions and policies 

used by the network administrator for prevention of 

unauthorized access and misuse and other security issues such 

as modification, or denial of the computer network and 

network-accessible resources. The term network security and 

information security are often used interchangeably. The 

process of providing protection at the boundaries referred as 

network security. With the use of data loss prevention 

techniques, the protection of data resources from malware 

attack or mistakes by the people in organization referred to 

Information security, one of these techniques is to 

compartmentalize large networks with internal boundaries. The 

term network security and information security are often used 

interchangeably. One of these techniques is to 

compartmentalize large networks with internal boundaries. 
 

2. OVERVIEW OF SYSTEM ANALYSIS 

 
2.1 SENDER/FILE TRANSMISSION 

 
In this module, the login process itself has lots of security. 

Usually the user account name and appropriate password of that 

account is enough to do the validation and login process, but 

here some more actions are given to make among protection 

security during the login process. When the user has been 

registered with the database store in the set of keys will be 

generated for more authentications. These keys will provide 

more security while sending the data from one system to 

another system with secured sends. The file search process is 

used to select the file to be sent. New User Creation   process 

entitled that to collect some of the details to maintain the file in 

the transfer/Key Management. 

    

2.2 SIGNATURE (KEY) GENERATION 
   

 We Sender hold the key values (signature) which has been 

generate by key generation. The keys are in two categories 

private, public to give more security to the data transmission. 

The private key allows sending the selected data to the 

particular location or system. The public key allows sending to 

all users whom all are currently available in the network. And 

the file transmission can be able, to process through routers and 

reached the destination (receiver).  

 

2.3 SIGNATURE (KEY) MANAGEMENT    
     

 We two present new symmetric key approaches to secure 

mechanism Pre-key distribution approach, centralized key of 

distribution approach. It should be stored in centralized 

database. The database will directing the keys to the authorized 

users. Using shared symmetric secret group key, the security of 

communications is achieved by message encryption and 

authentication.   

 

2.3.1 Pre-Key distribution:   

 

      The users are given a substantial number of keys to 

avoid frequent key update. Periodic rekeying method, the keys 

are changed at the beginning of each period which is 

sufficiently .The file search process is used to select the file to 

be send. New User Creation   process entitled that to collect 

some of the details to maintain the file in the transfer/Key 

Management. Where the individual router is responsible for key 

distribution, to secure the updates. In the key distribution 

protocols the center node maintains a set of b of “k” keys 

 

2.4 CENTRALIZED KEY DISTRIBUTION 

  

Where a central authority is responsible for key 

distribution. In this approach the cost of signature In this 

approach, the cost of signature generation for a router is only 

one signature, i.e., the route attestation that is added by this 

speaker. The cost of signature generation is lower. In this 

approach, the cost of signature generation is low, that each 

router only needs to add its own signature to the update. 

 

2.5 HACKERS ZONE  

 



                  P-ISSN: 2347-4408  
                        E-ISSN: 2347-4734 

2| Page   April 2015, Volume - 2, Issue - 2 

The node which is present in the different network or 

individual system accessing the data in the false name of a node 

which is present in the router network is called as hackers. The 

randomly generated key is not allocated to the hacker system. 

 

2.6 MONITORING ACCESS  
            

  Monitoring Access module takes care of the data sending 

through the network using the key. It accesses the database to 

check the validation for proper and improper user. It also 

monitors the hackers if anybody accessing the data, which does 

not belong to the network. 

       

2.7 RECEIVER 
    

 Some of the node is acting as a sender and all the 

remaining nodes are the receivers. If no send a message that 

includes a signature from each of the keys it has and the 

receiver verifies the signatures based on the common keys then 

it can conclude that the message is authentic. 

 

3. SYSTEM ANALYSIS 

 
3.1 ARCHITECTURE DIAGRAM 

 

 
 

Fig 1.1.Diagram for Secured Transmission 

 

The breakdown process of an intellectual and substantial 

whole referred to as analysis and the reverse process i.e the 

combination of separate elements to form the coherent whole 

referred to as synthesis. Systems analysis researchers 

apply methodology to the analysis of systems involved to form 

an overall picture. 

 

3.2 TECHNOLOGY SPECIFICATION 
For implementing the proposed system the following tools 

are used. 

 

3.2.1 Net Beans: 

 

 Net Beans is an integrated development environment 

(IDE) for developing primarily with Java, but also with other 

languages, in particular PHP, C/C++, and HTML5. It is also an 

application platform framework for Java desktop applications 

and others. The NetBeans IDE is written in Java and it is run on 

Windows, OS-X, Linux, Solaris and platforms supporting a 

compatible JVM. The NetBeans Platform allows applications 

developed by a set of modular software components called 

modules. The developers extended Net Beans based 

applications from time to time. The NetBeans Team actively 

supports the product based on feature suggestions from wider 

community. Each release in NetBean is preceded by a time for 

Community testing and feedback. Framework  for 

simplifying the development of Java Swing desktop 

applications. The NetBeans IDE bundle contains the 

requirements to start developing plug-in and Platform based 

applications. In these applications additional SDK not require 

for the design. The NetBeans applications install the modules 

dynamically. The downloading of users controlled by the 

update centre in the application module. The reinstalling 

capability of upgrade has the property that the user need not 

download the entire application again.   The focus on logic 

specific to the application of user utilizes reusable services. The 

features of the platform for reusable services are user interface 

management, user settings management, storage management.  

 

4. SECURITY TASK 
 

4.1 RSA ALGORITHM 
 

RSA is one of the first practicable public-key 

cryptosystems and is widely used for secure data transmission. 

In such a cryptosystem, the encryption key is public and differs 

from the decryption key which is kept secret refers to 

asymmetry. In RSA, the difficulty of asymmetry is factorizing 

the product of two large prime numbers leads to the factoring 

problem. RSA involves a public key and a private key. The 

public key is known by everyone is used for encrypting 

messages. The encrypted messages are decrypted using the 

private key in reasonable time. The keys for the RSA algorithm 

are generated the following way: 

Main loop:
[40]

 

    for i from 0 to 79 

        if 0 ≤ i ≤ 19 then 

            f = (b and c) or ((not b) and d) 

            k = 0x5A827999 

        else if 20 ≤ i ≤ 39 

            f = b xor c xor d 

            k = 0x6ED9EBA1 

        else if 40 ≤ i ≤ 59 

            f = (b and c) or (b and d) or (c and d)  

            k = 0x8F1BBCDC 

        else if 60 ≤ i ≤ 79 

            f = b xor c xor d 

            k = 0xCA62C1D6 

 

        temp = (a leftrotate 5) + f + e + k + w[i] 

        e = d 



                  P-ISSN: 2347-4408  
                        E-ISSN: 2347-4734 

3| Page   April 2015, Volume - 2, Issue - 2 

        d = c 

        c = b leftrotate 30 

        b = a 

        a = temp 

 

    Add this chunk's hash to result so far: 

    h0 = h0 + a 

    h1 = h1 + b  

    h2 = h2 + c 

    h3 = h3 + d 

    h4 = h4 + e 

public class RSAHomomorphicn { 

private final static BigInteger one = new BigInteger("1"); 

private final static SecureRandom random = new 

SecureRandom(); 

 String qry1; private Map<StringPair, Integer> 

solvedProblems; 

 private BigInteger privateKey; 

  private BigInteger publicKey; 

  private BigInteger modulus; 

 // generate an N-bit (roughly) public and private key 

  RSAHomomorphicn(int N) 

  { 

BigIntegerp=BigInteger.probablePrime(N/2, random); 

  BigInteger  q= BigInteger.probablePrime(N/2, random); 

  BigInteger  phi= 

(p.subtract(one)).multiply(q.subtract(one)); 

  modulus = p.multiply(q); 

  publicKey = new BigInteger("65537"); // common value 

in practice = 2^16 +1 

  privateKey = publicKey.modInverse(phi); 

  } 

  BigInteger encrypt(BigInteger message) { 

  Return message.modPow(publicKey, modulus); 

  } 

  BigInteger decrypt(BigInteger encrypted) { 

  Return  encrypted.modPow(privateKey, modulus); 

  }public String toString() { 

  String s = ""; 

  s += "public = " + publicKey + "\n";   

  return s; 

  } 

 

4.2 HMAC ALGORITHM 
 

In cryptography, a keyed-Hash Message Authentication 

Code (HMAC) is a specific construction for calculating 

a Message Authentication Code (MAC) involving a 

cryptographic hash function in combination with a 

secret cryptographic key. In any MAC, the simultaneous 

verification of both data integrity and authentication of message 

carried out on the basis of key approaches.  The cryptographic 

hash function, such as MD5 or SHA-1 used in the calculation of 

an HMAC; the resulting MAC algorithm is termed as HMAC-

MD5 or HMAC-SHA1 accordingly. The cryptographic strength 

of the HMAC depends upon the  strength of the underlying 

hash function, the size of its hash output, and on the size and 

quality of the key. The message break into many blocks of 

fixed size using an iterative hash function and iterates over with 

a compression function.  

  

 5. RELATED WORKS 

 
Secure mechanisms provided in the traditional methods are 

suitable for large scale WSN in real- world applications. The 

solutions presented in existing mechanisms provide the trade-

off between scheme performance and security level. The basic 

building blocks of the key distribution schemes were identified. 

Security of the BGP routing protocol identified by a number of 

vulnerabilities in its design and the corresponding threats. The 

minimization or elimination of most significant threats carried 

out by the set of proposed modifications to the traditional 

protocol. The second-to-last information contained in the 

ASPATH attributes are protected by digital signatures. The 

verification of selected path information carried out using path 

finding protocols by detecting loops. The recursive protection 

mechanisms avoided for secure full path information in near 

constant space.  

 

 

Fig.2 Performance Evaluation 

 

6. CONCLUSION 

 
In this paper, the three key contributions are made.  First, 

the right trade-off between efficiency and security for 

information achieved by adding the little bit of trust on routers. 

A new flexible threat model presented for any path of length k, 

at least one router is trustworthy. Second, two new symmetric 

key approaches such as the centralized key distribution 

approach and the distributed key distribution approach are 

presented for secure information: Third, we evaluated the 

efficiency of the two approaches with previous approaches to 

securing data. The evaluation results show that our approaches 

are significantly more efficient than previous approaches. Also, 

we have discussed the deployment issues and important 

concerns like key management. 
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